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Some amplification due to 
retransmitted SYN+ACKs

This was believed to be 
off-limits to attackers
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TCP-based reflected amplification is possible and effective

Five distinct attacks

Millions of amplifiers

Amplification factors in the millions

Found infinite amplification and identified root causes

Use middleboxes as amplifiers!
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Middleboxes make TCP-based amplification possible

Client Middlebox

Response

Request

Victim

What packets best 
trigger middleboxes?

What amplifications 
are attainable?
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IPv4-wide scans
(~3.7 billion)Genetic Evasion

Geneva

Censored Planet

184 Censoring 
middleboxes

Train

Packet sequences

• 35 Internet-wide scans
• Only “attacked” ourselves
• Responsibly disclosed our findings

Automated Discovery1 Internet-wide Evaluation2
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Middleboxes differ in their bugs and their configurations
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Victim-sustained amplification can be effectively infinite

Attacks the victim’s downlink and uplink

Mega-amplifier cause #1:  Victim-sustained loops
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Infinite routing loops ⇒ Infinite amplification
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Other details in the paper

National 
firewalls Analysis of impact of national firewalls

Middlebox 
fingerprints Fingerprints of packets from middleboxes

Routing loop 
analysis

Details on prefixes that have abusable
routing loops

Confirmed 
middleboxes

TTL limited experiments to confirm 
most reflectors are middleboxes
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Code and website censorship.ai

Middleboxes make
TCP-based reflected amplification

possible and effective

Automated discovery of 
new amplification attacks

Root causes of ∞-amplification:
Victim-sustained & Routing-loops


