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Found infinite amplification and identified root causes
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» Five distinct attacks

» Millions of amplifiers

» Amplification factors in the millions

Found infinite amplification and identified root causes

Use middleboxes as amplifiers!
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Middleboxes can be triggered without any ACK whatsoever
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Packet sequences Variants
Details in the paper

SYN with Request

Increased TTL
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PSH+ACK TCP Segmentation

SYN : PSH FIN+CWR

SYN : PSH+ACK TTP without \r\n

Increase amplification for
small fractions of middleboxes
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TCP-based amplification attacks

Packet sequences Iriggering domains

SYN with Request

WWW . youporn.com [porn

PSH www . roxypalace. com [gambling

plus.google.com [socia

PSH+ACK

www.b1ittorent.com [file sharing

SYN ; PSH

WWW. survive.org.uk [sexhealth

SYN ; PSH+ACK

Middleboxes differ in their bugs and their configurations
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Amplification by triggering domain
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Different triggering domains can yield drastically different amplification
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Victim-sustained amplification can be effectively infinite

Attacks the victim’s downlink and uplink
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Finite routing loops = Greater amplification with higher TTL

Infinite routing loops = Infinite amplification



Other details in the paper

Middlebox
fingerprints

Confirmed
middleboxes

Routing loop
analysis

National
firewalls

-Ingerprints of packets from middleboxes

T TL limited experiments to confirm
most reflectors are middleboxes

Detalls on prefixes that have abusable
routing loops

Analysis of impact of national firewalls
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